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Abnormal Email Detection Based on Email Headers
Yu Zhang, Tao Yang, Yangfan Ji, Zhiyi Gu
Inner Mongolia University

Abstract: This study aims to verify the feasibility of identifying spam and phishing emails merely through email header
information, and compare the performance of supervised and unsupervised detection models. Based on the TREC 2007 and
Monkey.org datasets, a total of 94 features including missing header fields, string patterns, Received header consistency and
domain name matching are extracted from 76707 email samples. Ten supervised machine learning models, as well as one-
class SVM and isolation forest unsupervised models are constructed. Model performance is evaluated in terms of accuracy,
precision, recall, F1-score and AUC. The results show that in spam detection tasks, the stacking ensemble model achieves
an accuracy of 0.9971 and an Fl-score of 0.9978, while the random forest model reaches 0.9966 and 0.9975 respectively.
Multiple supervised models obtain an accuracy of 1.0000 in phishing email detection. For unsupervised models, the isolation
forest achieves an accuracy of 0.7592 for spam detection, and the one-class SVM achieves an accuracy of 0.7403 for phishing
detection. Domain name consistency and the absence of key header fields are the core discriminative features for abnormal
emails. Conclusion: Email header features can support effective abnormal email detection. Supervised models outperform
unsupervised models overall. Further cross-source and cross-temporal data validation is required to verify the generalization
performance of the models.
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